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ABSTRACT
DRM has been widely promoted as a means to enforce copy-
right. In many previous papers, it has been argued that
DRM gives too much power to rights holders and actually
goes beyond the restrictions provided by copyright laws. In
this paper we argue that DRM does not actually implement
the fundamentals of copyright law, and is rather a mecha-
nism for enforcing licence and contract restrictions on digital
data. However, we believe that DRM does have a place in
the digital distribution of copyrighted works and present two
mechanisms that would allow users to get a more balanced
deal from the rights holders. The mechanisms we present
also allow for newer business models that cannot be easily
implemented with current DRM systems.
Categories and Subject Descriptors
K.4.1 [Computers and Society]: Public Policy Issues—
Intellectual property rights; K.5.1 [Legal Aspects of Com-
puting]: Hardware/Software Protection—Copyrights, Li-
censing
General Terms
Design, Languages, Legal Aspects, Security
Keywords
Fair use, DRM, copyright, negotiation, credential, rights ex-
pression languages, REL, ODRL, persistent access control
1. INTRODUCTION
Copyright allows the rights holders to retain a degree of
control on how the work is reproduced, distributed and de-
pending on the medium of the work, the terms under which
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it is allowed to be broadcast or performed to a mass audi-
ence. The original aims of copyright law was to encourage
the writing of books, although it later evolved to protect
the commercial interests of the rights holders [16]. By hav-
ing a copyright on a work, rights holders are compensated
for users making use of their work; and perhaps in this way
others could be motivated to create and market copyrighted
work.
Enforcement of copyright law has always been passive in
the physical world. There are usually no mechanisms to pro-
tect a work from being reproduced, distributed, broadcast or
performed without agreement from the rights holders. If the
rights holders become aware of an infringement in copyright,
they can take legal action against the responsible parties. In
the physical world, mass scale copyright infringement is ex-
pensive, usually time consuming, relatively easy to track and
reproduction quality cannot be guaranteed to be the same
as the original.
However, in the digital world, digital media can be re-
produced exactly, and the Internet usually provides cheap,
reliable and very fast distribution channels. While technolo-
gies such as various watermarking algorithms can allow for
the identification of reproduced copies, tracking the source
of the reproduction and distribution becomes very difficult.
With the advent of load sharing peer-to-peer networks like
bittorrent, it is now virtually impossible to stop distribution
of digital data on the Internet or to isolate all the sources of
reproduction [5].
Digital Rights Management (DRM) software has been pro-
moted as the solution to protecting copyright of digital me-
dia. However, while DRM theoretically allows for the active
protection of copyright, it also allows for the possibility of
the rights holders to assert control that they do not necessar-
ily have [22, 10]. DRM systems can theoretically control and
track where, when and how a work is used; together with
who uses the work. Thus, most of the criticisms on DRM
systems have revolved on the potential (and in some cases
actual) invasion of user privacy [10, 19] and the amount of
control rights holders can assert [3, 4, 9].
While DRM systems can limit the usage of a work; current
systems do not allow for exceptions to those limits. In most
countries, copyright law allows for a number of instances
that allow users to make use of a work that would otherwise
be a violation of copyright. These exceptions are known
as fair dealing in South Africa, copyright exceptions in Eu-
rope and fair use in the USA. However, as has been widely
discussed in both academia [13, 12, 22] and in the press
and public forums [3, 4, 14], fair use is almost impossible
to implement on a computer. Fair use is necessarily vague,
and Felten described fair use as a “feature for lawyers” –
applications should be argued in court on an individual ba-
sis [13]. Felten further argued that evaluating fair use would
require sophisticated AI, and the factors involved are “AI-
hard problems” [13]. Mulligan et al. had previously argued
that Rights Expression Languages (RELs) could not express
or even approximate most of the limitations posed in copy-
right law, and thus DRM systems in fact “distort copyright
law” [18].
But, as Dusollier discusses in [11], the European Copy-
right Directive (ECD) requires that technological measures
that protect copyright must allow the users to enact the ex-
ceptions allowed by the ECD [11, 2]. While Dusollier agrees
that the directive does protect users, but argues that rights
holders are also given a loop hole that allows them to side
step the fair use requirement all together. This loophole re-
moves the requirement of having fair use provisions if the
work is “made available to the public on agreed contractual
terms in such a way that members of the public may ac-
cess them from a place and at a time individually chosen by
them” [2].
Yet another argument on fair use revolves around the ap-
propriateness of current fair uses in the digital environment.
In [16] and in [14], Masango and Harper respectively argue
that current fair uses are unsuitable for the digital environ-
ment. Masango argues that, in the past, invention of new
technologies led to the evolution of both copyright law and
copyright exceptions. However, there have been no such up-
dates for digital works. Both argue, that if fair use is to
be successfully implemented in a digital environment, a new
definition of fair use in a digital environment is needed.
As discussed earlier, in [18], Mulligan et al. concluded
that DRM systems distort copyright law. This paper is di-
vided into two major sections. In section 2, we argue that
DRM systems do not actually implement some of the fun-
damental aspects of copyright law in the first place and thus
should not be considered as technology enforcing copyright
law. Rather, DRM is only a mechanism that can be used to
enforce contracts between two parties over the use of partic-
ular digital data. We also argue that this is not necessarily
a bad thing as long as the contracts themselves are fair to
both parties. In sections 4 and 5, we detail two mechanisms
which allow rights holders more flexibility in expressing use
licenses and allow consumers a fairer contracts. We believe
both approaches allow the possibility of greater freedoms for
the consumers without compromising the needs of the rights
holders.
2. DRM AND COPYRIGHT
The core protections that copyright provides is limitations
on the reproduction and distribution of copyrighted works.
Subsequently, DRM systems have also tried to enforce such
limitations. The DRM controllers that are involved in en-
forcing the rules of the use license can be implemented at
various levels in a device as shown in figure 1. However,
if the user wants to make a reproduction or distribute the
copyrighted work, the DRM controller at any level can usu-
ally be easily bypassed without tampering with the DRM
controller itself.
Application level DRM controllers (like Apple’s iTunes)
have no control on the operating system; and thus reproduc-
Figure 1: Different levels of implementing DRM
Controllers
tions (copy and paste is a basic function of Mac OS X and
Windows) or distribution (through email etc) is achieved
quite easily. Microsoft’s RMS is the only DRM controller
at the moment that has some operating system hooks but
it does not actually prevent reproductions and distribution,
and any operating system level controller can easily be by-
passed through the use of a non-DRM enabled operating
system (through the use of a Linux live-cd for example).
While DVD-CSS can be considered a media specific DRM
system, future DRM systems are likely to be on a chip [21].
But if the DRM protected data is stored on a removable
media or stored on a hard disk, using a non-DRM enabled
device will allow the user to copy and distribute at will.
Thus, as long as the majority of computer components (and
other electronic devices) support multiple operating systems
and removable components, DRM will never be able to allow
for limitations on copying and distribution.
Most of the current DRM systems rely on restrictions of
usage to enforce copyright. For example, most music stores
restrict users to playing music they have bought to a small
number of different PCs and devices. No current DRM
system offers full portability where users can migrate to
any machine and still access the protected works they have
bought access for. Similarly, many other legitimate cases
where reproduction is allowed under fair use, like backing
up, is prohibited if not severely limited.
Copyright laws, like the South African Copyright Act,
place very few restrictions on how a copyrighted work is
used [1]. In most cases, the act provides restrictions for
public broadcast, public performance and adaptations. Sim-
ilarly, Chapter 2 of the ECD, Rights and Exceptions, is di-
vided up into four sections – reproduction rights; rights of
communication to the public of works and rights of mak-
ing available to the public other subject-matter; distribution
rights; and exceptions and limitations [2]. There are also no
specific restrictions on how a user makes use of a copyrighted
work. This is the same scenario in US copyright law, and
for this reason Samuelson observes that DRM systems go
beyond copyright law [22].
Thus we believe that DRM is not about enforcing copy-
right, but rather on the restrictions on how protected works
are used and is not dissimilar to usage licenses. This would
mean that the provisions in Article 6(4) of the ECD, re-
garding the provision of fair use, would not apply to DRM
systems – all current DRM systems allow the user to choose
at least one device (usually a computer) that would be used
to render the DRM enabled work, and time restrictions, if
any, are rather broadly defined (subscription based music
stores for example give users a month to listen to the mu-
sic).
2.1 “Personal Use”
In [19], Mulligan et al. described a set of rights that
the user expects to have. These rights do not necessarily
have any legal backing, but are practiced none the less by
the majority of users. The authors categorised the rights
they discussed into three categories: portability, excerpting
and limited relationship and interaction with the copyright
holder. The authors did not explore other uses that could
fall under “personal use” nor did they discuss how users felt
about DRM systems that limit these uses. Thus further re-
search is necessary in regards to the full spectrum of rights
that the users expect from DRM enabled work.
2.2 Privatisation of Copyright – Buying vs.
Licensing
When a person buys a CD or a book, the person buys the
right (with certain limitations) to make non-commercial use
of the copy as they see fit. Licensing is however a contrac-
tual process; and contracts (with certain key restrictions) 1
can specify any terms and conditions agreed to by both par-
ties. While DRM protected media is often sold as the user
“buying” the digital work, the actual process is more like
licensing.
If DRM becomes purely a mechanism for controlling ac-
cess and usage to protected works (and drops the pretence
that it is all about the protection of copyright); it does not
imply that the consumer will be in a worse position.
In [14], Harper argues that full contractual DRM sys-
tems can spawn different business models. This argument is
partly supported by the current music download business2.
The leading music store, Apple’s iTunes, has a less restric-
tive rights policy when compared to its peers. Currently,
music stores making use of DRM make use of two differ-
ent business models – the rental model in the subscription
music stores and the pay per song or album model. But
these business models can be further extended. For exam-
ple, would there be consumers willing to pay lower than
current per song downloads if the rights they have are fur-
ther restricted? Conversely, would consumers be willing to
pay more for music that has very few (if any) restrictions?
Licensing of copyrighted works is already used to regulate
the commercial use of copyrighted work. In South Africa,
a copyright tribunal is available to anyone who has disputes
regarding the terms and conditions in a licensing agreement
where the applicant feels that the licensing body proposes
unreasonable terms for licenses or that the licensing body
refuses to grant a license without reasonable grounds [1].
Similarly, the copyright tribunal3 can play a very important
role in the future of DRM protected works as it can provide
consumers with a legal recourse for license disputes. For
example, if traditional fair uses are not allowed by the license
terms, and are not part of any available licenses from the
rights holders, the user should be able to bring the dispute
to the copyright tribunal.
Current DRM systems offer only shrink-wrap or click through
1These restrictions usually prohibit a contract from requir-
ing illegal actions from one of the parties – for example, a
contract cannot usually use prohibited substances such as
cocaine as a means of payment.
2We assume that other factors such as usability of the sys-
tem and the types of portable music players supported also
play a key role in how successful an online music download
business is.
3We are still investigating if other countries have legal struc-
tures similar to Soth Africa’s copyright tribunal.
licenses, and do not allow the users any input on the terms
of the use licenses. Thus users could make use of copyright
tribunals to protest current terms in use licenses especially
if the work is available only in the digital form. In the re-
mainder of this paper, we present two different mechanisms
to allow for more flexible rights assignment to users. In our
first mechanism, we present REL extensions that allow for
the expression of contract negotiations as well as a simple
protocol that would allow users to negotiate contracts. In
our second mechanism, we present a role based approach to
DRM use licenses (e.g. a journalist can excerpt from this
media). Both mechanisms can be used to allow for fair use
should DRM be fully implemented as protection of copy-
right.
3. RIGHTS HOLDERS: REPRODUCTION
AND DISTRIBUTION
In [20], Park et al. discussed the various categories of
content protection systems. One of their categories involved
the separation of the protected data and the control set (or
use license). Assuming strong encryption is used, and the
keys contained in a use license themselves are adequately
protected, it would not matter how the protected data file
is replicated and distributed. When a user wants to access
the data, they would require a license. This mechanism is
not less secure than an embedded license, as the basis of
the security provided by DRM still depends on how well the
keys are protected. Microsoft’s Windows Media 9 promotes
this approach to DRM [17].
In the first approach we present, a separation of the data
and use license is necessary to achieve the full benefits. The
separation of data from the use license allows the possibility
to exploit peer to peer systems for distributing data. Peer
to peer systems are arguably more efficient and effective
in data distribution that the centralised server approach.
For example, many Linux vendors have found bit-torrent
to be more efficient in distribution of CD images than the
centralised approach. However, both approaches we present
can be utilised with an embedded use license in the DRM
work.
4. FIRST APPROACH – NEGOTIATING A
USE LICENSE
Use licenses in DRM systems are essentially contracts be-
tween the rights holders and the users. However, while most
contracts have inputs from the both parties; use licenses
have only the rights holders’ inputs. In fact, current DRM
systems do not have mechanisms to allow the end user to
have input on the terms and conditions of the use license.
In [18], Mulligan et al. commented on the fact that there
are no RELs that allow users to express their needs, and the
protocols for creating use licenses for end users do not take
any inputs from the end user. Thus to allow users to com-
municate with the rights holders, there is a need for both a
protocol and a language to express the communication.
We propose that the end user be allowed to negotiate the
use license with the rights holder. In [15], Jamkhedkar et
al. also proposed a negotiations mechanism to allow for
flexible security levels for DRM packages. As far as we are
aware, our paper is the first description of the syntax and
the protocol for conducting negotiations in DRM systems.
There are two parties in a negotiations system – a license
server which acts as a proxy for the rights holders and the
end user. Negotiations make use of a simple request-response
model, and can be broken up into four simple steps, as shown
in figure 2.
Figure 2: Simple Negotiations Protocol
Step 1: The end user requests the license server for a set
of rights (or changes to an existing set of rights).
Step 2: The license server evaluates the request against a
set of licenses or rules that have been set-up previously
by the rights holders. Some of these rules might re-
quire a role based authentication – for example, rights
holders may allow only accredited journalists the right
to excerpt from a protected work.
Step 3: The license server presents the user with one or
more sets of rights that match closely to the requested
rights.
Step 4: The user can request refinements to the offered
rights packages until he or she is satisfied (and start
from step 1) or can choose one of the rights packages
on offer.
This process immediately offers a new business model;
allowing different sets of rights at different prices. For ex-
ample, a basic rights package for a movie on demand service
could allow the user to play the movie on three different
devices expiring in three days from the rental date. The
user could then be allowed to purchase additional rights to
increase the number of devices or extend the expiry date.
With a separate use license, this model can be further ex-
tended to allow end users to “renew” the rental after the
initial purchase has been completed. It also allows for added
flexibility – a journalist could have rented the movie for per-
sonal reasons, but could then decide to include it in his next
movie reviews segment. The journalist could then request
excerpt rights using a journalist credential. These use mod-
els are not possible in current DRM systems, and our mecha-
nism allows DRM to enhance and facilitate “licensed usage”
through accommodating greater degrees of flexibility.
The negotiations model requires a REL capable of bi-
directional communications, a REL capable of expressing
rights offers from rights holders, a protocol for conducting
negotiations, an algorithm that can match requests from end
users to what the rights holders are willing to give and a cre-
dentials system that will allow the end user to prove certain
characteristics to the rights holders. The outline of the nego-
tiations protocol is outlined above, and quite a few pattern
matching algorithms could be employed to match requests
from end users to rights holders offers. An established REL,
ODRL, has an “offer” syntax which allows rights holders to
express rights offers to the end user.
4.1 Bi-Directional REL
As discussed earlier, there are currently no mechanisms
to express the needs of the user to the rights holders. We
believe that the use of a REL that supports bi-directional
communication is better than a separate language because
there will be no need to translate the requests from the user
to the REL used by the rights holders.
Figure 3: XML schema of the extended ODRL right-
sType type
In [8], Arnab et al. discussed bi-direction extensions to the
ODRL REL and how they can be used for negotiating fair
use. In an earlier technical report [6], similar extensions to
XrML were discussed. The user requests changes to an exist-
ing license, or the terms he/she would like for a new license
to the rights holders. The rights holders can then evaluate
the requests and grant the request, deny the request or pro-
vide terms that are similar, but not exact, to the request.
The user can then further refine the license terms and carry
on negotiating with the rights holders. Once the user is sat-
isfied with the terms and conditions he/she can complete
the transaction to purchase the use license. The user can of
course leave negotiations if none of the offers from the rights
holders are satisfactory.
The extensions discussed by Arnab et al. allow for the
user to request additional rights, remove existing rights or
replace a set of rights with a different set (and not necessar-
ily of the same class) of rights. If the rights holders grant
the request, they can choose to either create a new license
(invalidating a previous license) or create a license adden-
dum with the changes. While the first approach is easier
to maintain and handle, the second approach does allow for
short temporary license changes. For example, if a journal-
ist wants to get excerpts for the purpose of a review of a
work he/she previously bought for personal use, the rights
holders can grant a temporary license addendum that al-
lows excerption for a limited time. After the expiry of the
addendum, the original license terms come back in effect.
However, the use of addenda could prove to be too complex
to track and manage.
4.2 Credentials
Rights holders may wish to offer certain rights only to
specific roles (or vary the charge of rights according the roles
of the users). For example, as in an earlier example, rights
holders may choose to offer excerpt rights only to journalists
for free. Alternatively, a distributor may choose to offer
discounted rights to members of a professional organisation
(for example, the ACM may wish to offer certain articles
at a discount to IEEE members). Thus there needs to be
a mechanism for the end user to prove that they have a
certain role (like a journalist, an academic, a member of
a professional organisation etc.). We propose the use of
credential servers to serve in this capacity.
The credentials servers can work like ticket granting servers
in Kerberos [23]. The user can authenticate themselves
to the credentials server, which can generate a credentials
ticket. This ticket can then be given to the license server.
Alternatively, the license server can request a credentials
ticket on behalf of the user from the credentials server. The
first approach has the advantage of limited re-use of the
credentials ticket while the second approach is more user
friendly.
For a credentials based system to work, there is a need for
a large set of trusted credentials servers. Ideally professional
organisations like the ACM or IEEE, or trusted institutions
should host the credentials servers.
5. SECOND APPROACH – CREDENTIALS
BASED RIGHTS
Most RELs already have syntax that allow for rights that
can be exercised under certain circumstances. ODRL for
example has a constraint construct, which can be used to
limit the parameters of a certain right – for example, a print
right can have a constraint, number, with a value of 5 to
restrict the end user to only print the media a maximum of
5 times. The condition construct in XrML provides similar
functionality.
In our second approach, we propose the addition of a cre-
dential constraint for ODRL. The parameters of the con-
straint would then be credential ticket type that the user
needs to produce to exercise the right. We acknowledge that
this approach would require a very strong identity manage-
ment system to work and is a deterrent for adoption of this
mechanism. Figure 4 gives an example that allows a user
with a journalist credential to excerpt.
However, a single credential constraint is not enough but
<permission>
...
<excerpt>
<constraint>
<credential>
<CredentialsType>journalist</type>
</credential>
</constraint>
</excerpt>
...
</permission>
Figure 4: Simple usage of a credential constraint
neither is a list of credentials. Rights holders may wish to
require different sets of credentials for for a particular right.
For example, rights holders may require either a user to
present both an academic and a researcher credential or a
journalist and a Reuters credential to access a certain right.
A list of credentials will not be able to express this. For this
reason, we use an “and list” and an “or list” to represent
a set of rights. Figure 5 shows the XML schema for our
credential constraint.
Figure 5: XML schema for a credential constraint
for ODRL
A credential system can also be extended to provide semi-
location based authentication through secondary (and maybe
untrusted) credentials. A secondary credential could be is-
sued to prove that the user is using a specific machine or
is present at a specific location. It would be very diffi-
cult to allow trusted credentials servers for these functions,
but even if they are untrusted, they can be used to provide
some limits for the end user. Using the journalist example
again, the rights holders may decide only to offer an excerpt
right for journalists if the journalist makes use of a machine
logged onto the news organisation’s network during excerp-
tion. The primary credential would prove that the user is
an accredited journalist, while a secondary credential could
be used to prove that the journalist is logged onto the net-
work before being allowed to excerpt. This approach could
be very useful for enterprise DRM systems, where the aim
is to control the use of sensitive corporate data.
Alternatively, secondary credentials could be used to in-
dicate what type of work the user is engaged in. Thus the
academic can request a local credential server to provide a
“research” credential before making an excerption. While
this scenario could be implemented in the workplace (as it
allows employers to monitor the productivity of the users
indirectly), it is infeasible for use in a private home; as any
such online system has great potential to infringe the user’s
privacy.
6. CONCLUSION
We have argued that DRM systems regulate how users
make use of protected works rather than being mechanisms
to enforce copyright law. For this reason there is a need to
create usage contracts that are more flexible and “fair” to
the end user. We have presented two approaches that could
be used to provide more flexible use licenses as well as some
new business models that could exploit the flexibility.
Using credentials and negotiations allow for greater flex-
ibility and newer business models for the rights holders. It
also allows the rights holders to retain a greater control on
their copyrighted material. The credentials extensions to
ODRL discussed in section 5 would also help in creating
templates use license offers. However, negotiations require
the extension of the core syntax of most RELs, and a sub-
stantial set-up time to create necessary templates.
Using credentials only through the use of a “credentials”
constraint in ODRL is a simpler approach, requiring mini-
mal extensions to the current standard data dictionary for
ODRL. However, while the constraint allows potentially for
greater freedoms for the consumer, the rights holders lose
some of the control that is offered by the negotiations ap-
proach, especially as the rights holders could lose control of
which credentials servers they trust.
We believe that the second approach could be useful for
the mass market of certain DRM enabled products like mu-
sic, if the right balance of rights are achieved. The negotia-
tions approach has a wider application, and ultimately offers
more for both the rights holders and consumers alike.
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APPENDIX
A. XML SCHEMA OF THE CREDENTIAL
CONSTRAINT
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="http://people.cs.uct.ac.za/~aarnab-ODRL-DD"
elementFormDefault="qualified" attributeFormDefault="qualified"
version="0.1" xmlns:odrl-ext-dd="http://people.cs.uct.ac.za/~aarnab-ODRL-DD"
xmlns:xs="http://www.w3.org/2001/XMLSchema"
xmlns:o-ex="http://odrl.net/1.1/ODRL-EX">
<xs:import namespace="http://odrl.net/1.1/ODRL-EX"
schemaLocation="http://www.odrl.net/1.1/ODRL-EX-11.xsd"/>
<xs:annotation>
<xs:documentation>
XML Schema extends ODRL Expression Language Datda Definition Schema
by specifying an elemnt to allow credentials as constraints.
Alapan Arnab
Validated with XMLSpy 2004
</xs:documentation>
</xs:annotation>
<xs:element name="credential" type="odrl-ext-dd:CredentialAndList"
substitutionGroup="o-ex:constraintElement"/>
<xs:complexType name="CredentialAndList">
<xs:choice>
<xs:element name="CredentialsType" type="xs:string" maxOccurs="unbounded"/>
<xs:element name="AndList" type="odrl-ext-dd:CredentialAndList"/>
<xs:element name="OrList" type="odrl-ext-dd:CredentialOrList"/>
</xs:choice>
</xs:complexType>
<xs:complexType name="CredentialOrList">
<xs:choice>
<xs:element name="CredentialsType" type="xs:string" maxOccurs="unbounded"/>
<xs:element name="AndList" type="odrl-ext-dd:CredentialAndList"/>
<xs:element name="OrList" type="odrl-ext-dd:CredentialOrList"/>
</xs:choice>
</xs:complexType>
</xs:schema>
Figure 6: XML Schema of the Credential constraint
in ODRL
